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Have you ever seen this?
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or

Source: An Object Detection based Solver for Google's Image reCAPTCHA v2



reCAPTCHA

reCAPTCHA protects your website
from fraud and abuse without creating
friction.
reCAPTCHA uses an advanced risk analysis
engine and adaptive challenges to keep
malicious software from engaging in abusive
activities on your website. Meanwhile, legitimate
users will be able to login, make purchases, view
pages, or create accounts and fake users will be
blocked.
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Source: https://www.google.com/recaptcha/about/



The reCAPTCHA Advantage
• Proven: reCAPTCHA has been at the forefront of bot mitigation

for over a decade and actively protects data for our network of
five million sites.

• Frictionless: A seamless fraud detection service that stops
bots and other automated attacks while approving valid users.

• Adaptive: reCAPTCHA’s risk-based bot algorithms apply
continuous machine learning that factors in every customer and
bot interaction to overcome the binary heuristic logic of
traditional challenge-based bot detection technologies.
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Source: https://www.google.com/recaptcha/about/



Use Cases
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Scarping
Content pilfering for ad 
revenue diversion or 
competitive use

Fraudulent 
Transactions
Purchase of goods or gift 
cards with stolen credit cards

Account 
Takeovers (ATO)
Credential stuffing to 
validate stolen accounts

Synthetic 
Accounts
Creation of new 
accounts for promotion 
value or future misuse

False Posts
Posting of 
malicious links or 
misinformation propagation

Money 
Laundering
Bot generated ad click 
revenue on fraudulent 
websites



Apply reCAPTCHA API
• Apply here: https://developers.google.com/recaptcha/docs/v3
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https://developers.google.com/recaptcha/docs/v3


Apply 
reCAPTCH
A API
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Apply reCAPTCHA API
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reCAPTCHA Packages
Please refer to this GitHub:
https://github.com/2captcha/
2captcha-
python/tree/master?tab=read
me-ov-file#recaptcha-v2
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https://github.com/2captcha/2captcha-python/tree/master?tab=readme-ov-file#recaptcha-v2


reCAPTCHA Packages
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reCAPTCHA Packages
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reCAPTCHA Packages
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reCAPTCHA Packages
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A Simple One – Pytesseract
• Tesseract is an open-source text recognition engine developed

by Google, capable of converting text from images into editable
text.

• Pytesseract is often used to implement text recognition
functionality in Python applications, allowing developers to
easily extract text from images for further processing or
analysis.
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Install Packages
>>> brew install imagemagick
>>> brew install tesseract --all-languages
>>> pip install pytesseract
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import pytesseract
from PIL import Image

image = Image.open('captcha2.png')
result = pytesseract.image_to_string(image)
print(result)

Source: https://developer.huawei.com/consumer/cn/forum/topic/0201129060817890054



Example
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The End
Thank you for your attention!
Email: chchan@ntnu.edu.tw
Web: toodou.github.io
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